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Legal Notice: This Cybersecurity, Fraud Prevention & Customer Protection Policy is issued in compliance with 
the laws of the Republic of Malawi including the Electronic Transactions and Cyber Security Act 2016, 
Communications Act (Cap. 68:01), the Data Protection Act, 2024 (Act No. 3 of 2024), Financial Services Act 
2010, National Payment Systems Act 2016, Consumer Protection Act 2003, Penal Code (Cap. 7:01) provisions 
on fraud and forgery, and the Malawi Constitution. It is binding on all customers, providers, merchants, courier 
partners, staff, and third-party vendors engaging with the Vero360 Super App platform.

1. Overview & Purpose

This policy sets out how Vero360 Limited protects its platform, its customers, its providers, merchants and courier 
partners, and its own corporate systems from fraud, cybercrime, scams, and data security incidents. It works 
alongside the Platform User Agreement, Subscription & Payment Policy, Privacy Policy, Merchant Terms & 
Conditions, Courier Partner SLA, Provider Onboarding Agreement, and KYC Verification Form, and should be read 
together with those documents.

Vero360 recognises that as a mobile super-app handling ride-hailing, food and parcel delivery, e-commerce, 
accommodation, and service bookings, it is a target for account takeover, payment fraud, fake listings, social 
engineering, and cyberattacks on its infrastructure. This policy exists to reduce those risks to the lowest reasonably 
achievable level, to give customers and partners clear channels to report suspected fraud or abuse, and to set out 
how Vero360 will respond, investigate, and, where necessary, defend itself and its users through technical, 
operational, and legal means.

2. Regulatory Framework & Legal Compliance

Vero360 Limited's cybersecurity and fraud prevention obligations are grounded in the Constitution of the Republic of 
Malawi and the following legislation and regulatory guidance:
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Regulator Full Name Applicable Law / Relevance to This Policy

MACRA Malawi Communications 
Regulatory Authority

Communications Act (Cap. 68:01); Electronic 
Transactions & Cyber Security Act 2016 — cybercrime, 
data breach notification

RBM Reserve Bank of Malawi Financial Services Act 2010; National Payment Systems 
Act 2016 — payment fraud, escrow and gateway 
security

MRA Malawi Revenue Authority Taxation Act (Cap. 41:01) — fraud affecting tax-
relevant transaction records

Malawi Police Service Cyber Crime & Digital Forensics 
Unit

Penal Code (Cap. 7:01); Electronic Transactions & Cyber 
Security Act 2016 — investigation and prosecution of 
fraud and cybercrime

Consumer Protection Consumer Protection Act 2003 Consumer rights, fair dealing, and protection from 
deceptive or fraudulent conduct

Data Protection MACRA (Data Protection 
Authority)

Data Protection Act, 2024 (Act No. 3 of 2024) — data 
protection and breach notification; Malawi Constitution 
Section 21 (Right to Privacy); Electronic Transactions & 
Cyber Security Act 2016 for matters not covered by the 
Data Protection Act

Constitutional Basis: This policy upholds Section 21 (Right to Privacy) and Section 44 of the Malawi Constitution 
relating to consumer rights and protection of the economic interests of all Malawians, and supports the objectives of 
Section 13(e) by ensuring that commerce conducted through the Vero360 platform remains safe and trustworthy.

3. Scope

This policy applies to:

● Customers using the Vero360 Super App for rides, deliveries, marketplace purchases, accommodation, or 
service bookings.

● Providers, merchants, and courier partners listed or operating on the platform.

● Vero360 staff and contractors with access to platform systems, data, or customer funds.

● Third-party vendors and technology partners, including Paychangu and Firebase infrastructure providers.

4. Categories of Risk Covered

Risk Category Description Primary Target

Payment & Transaction 
Fraud

Fake orders, collusive transactions, chargeback abuse, 
promo/commission abuse

Escrow funds, commission 
revenue

Account Takeover Stolen credentials, SIM-swap, OTP interception used to 
hijack customer or provider accounts

Customer and provider 
accounts

Phishing & Social 
Engineering

Fake Vero360 messages, calls, or links designed to extract 
OTPs, passwords, or payment details

Customers, providers, staff
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Fake Listings & 
Impersonation

Non-existent goods/services, impersonation of verified 
providers or Vero360 staff

Customers

Identity & Document 
Fraud

Falsified NID or business documents submitted during 
KYC/onboarding

Provider verification system

Cyberattacks on 
Infrastructure

DDoS, malware, unauthorised access, SQL injection, API 
abuse against Vero360 systems

Platform backend, databases

Data Breach Unauthorised access to or exposure of customer, 
provider, or payment data

Personal and financial data

Insider Misuse Vero360 staff or contractors misusing system access or 
customer data

Internal systems

5. Customer Protection Measures

Vero360 builds customer protection into the platform itself rather than relying solely on after-the-fact remedies. The 
following measures apply across all service categories:

● Escrow Payment Protection — all digital payments are held in escrow via Paychangu and released to 
providers only on confirmed delivery, as set out in the Subscription & Payment Policy. This prevents 
customers from paying for services that are never rendered.

● Mandatory KYC/NID Verification — providers must complete identity verification before receiving the 
Verified Badge; unverified providers are clearly flagged in search and listings so customers can make an 
informed choice.

● Real-Time GPS Tracking — Vero Ride, Vero Bike, and Vero Courier trips are tracked live in-app, with trip 
details shareable with a trusted contact.

● In-App Ratings & Reviews — every completed transaction generates a two-way rating, feeding into provider 
standing and flagging patterns of poor conduct.

● Secure OTP-Based Authentication — login, payment confirmation, and trip start/end events are protected by 
one-time passcodes; Vero360 will never call or message a customer to ask them to share an OTP.

● In-App Fraud & Scam Reporting — a dedicated 'Report a Problem' function is available from every order, trip, 
and provider profile.

● Dispute Centre Integration — suspected fraud can be escalated directly into the dispute resolution process 
described in the Subscription & Payment Policy, with funds frozen pending investigation.

6. Cybersecurity Framework

Vero360's technical security posture is overseen by the Head of ICT under the technical direction of the CTO, and 
covers the following controls:

Control Area Measures

Encryption End-to-end encryption of payment data in transit and at rest via Paychangu and 
Firebase secure infrastructure; encrypted storage of personal and KYC data

Authentication & Access OTP-based login, role-based access control for staff systems, principle of least privilege, 
mandatory unique credentials — no shared logins
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Network & Application 
Security

Firewalls, TLS on all API and app traffic, secure API design, protection against DDoS, 
injection, and common OWASP Top 10 vulnerabilities

Security Testing Periodic vulnerability scanning and penetration testing of the platform and backend, 
with remediation tracked to closure

Device & Session Security Session timeouts, device fingerprinting, and alerts to users on login from a new or 
unrecognised device

Employee Security Mandatory cybersecurity awareness training for all staff with system access; 
background checks for roles with access to customer funds or personal data

Third-Party Risk Security review of payment gateway, cloud, and infrastructure partners before 
integration; contractual data protection obligations on all vendors

Backup & Recovery Regular encrypted backups of platform data with tested restoration procedures to 
support business continuity

7. Fraud Detection & Prevention

Vero360 combines automated monitoring with manual review to detect and stop fraudulent activity before it causes 
loss:

● Transaction Monitoring — automated rules flag unusual patterns such as rapid repeat transactions, identical 
GPS coordinates for pickup and drop-off, or round-tripping of funds between linked accounts.

● Velocity & Duplicate-Account Checks — limits on transaction frequency per account and detection of multiple 
accounts linked to the same device, SIM, or payment instrument.

● Promotional & Commission Abuse Controls — introductory offers such as the Zero Commission Introduction 
require transactions across a minimum number of distinct, KYC-verified customers, preventing collusive or 
self-dealing transactions from exploiting the offer.

● Provider Vetting — NID and business document verification before listing approval, with re-verification 
triggered by suspicious activity.

● Chargeback & Dispute Fraud Review — Operations Manager review of disputed transactions to distinguish 
genuine service failures from attempts to reverse legitimate payments.

● Blacklisting — accounts, devices, and payment instruments confirmed to be involved in fraud are blacklisted 
platform-wide to prevent re-registration.

8. Account Security Obligations

8.1 Customers

● Never share OTPs, passwords, or account PINs with anyone, including individuals claiming to be Vero360 
staff.

● Verify driver, rider, or provider identity and vehicle details in-app before starting a trip or handing over 
goods.

● Make and receive all platform payments only through the in-app Paychangu-integrated flow — never to a 
personal mobile money number.
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● Report suspicious messages, calls, or listings immediately through the in-app reporting tool.

8.2 Providers, Merchants & Courier Partners

● Keep login credentials confidential and unique to the registered account holder.

● Report a compromised account to Vero360 immediately so it can be secured and reviewed.

● Ensure all customer transactions are conducted through the in-app escrow system — off-platform payment 
requests are a violation of the Provider Onboarding Agreement and a common fraud indicator.

● Keep KYC and business documentation current; falsified documentation will result in permanent suspension 
and referral to the relevant authorities.

8.3 Vero360 Staff

● Access to customer data and funds is granted strictly on a role-based, need-to-know basis and logged for 
audit.

● Staff must complete cybersecurity and fraud-awareness training on onboarding and annually thereafter.

● Any staff member suspected of misusing system access is subject to immediate access suspension pending 
investigation by the Legal Officer.

9. Data Breach & Incident Response Protocol

Stage Action Timeline

1 Detection — automated alert or manual report of a suspected breach or 
attack

Immediate

2 Containment — Head of ICT isolates affected systems and halts further 
exposure

Within hours

3 Assessment — scope, cause, and affected data/users determined Within 24 hrs

4 Regulatory Notification — MACRA notified of confirmed data breaches 
affecting payment or personal information, in accordance with Section 36 
of the Data Protection Act, 2024

Within 72 hrs

5 Customer Notification — affected users informed with guidance on 
protective steps, in accordance with Section 37 of the Data Protection Act, 
2024

Within 72 hrs

6 Remediation — vulnerability closed, affected credentials reset, systems 
restored from secure backup where needed

As required

7 Post-Incident Review — root cause analysis and control improvements 
documented by the Head of ICT and CTO

Within 14 days

This protocol operates alongside the 72-hour MACRA breach notification commitment already set out in the Privacy 
Policy and Subscription & Payment Policy.

10. Reporting a Scam or Security Concern

Anyone who suspects fraud, a scam, or a security weakness on the Vero360 platform can report it through:
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● The in-app 'Report a Problem' button available on every trip, order, and provider profile.

● Email to info@vero360.app, marked for the attention of the Legal Officer or Head of ICT.

● The dispute centre, for issues connected to a specific transaction.

● Vero360 staff may also report internally through the Legal Officer as a whistleblower channel, without fear of 
retaliation.

Confirmed cases of fraud, forgery, or cybercrime will be referred to the Malawi Police Service Cyber Crime & Digital 
Forensics Unit, and Vero360 will cooperate fully with any resulting investigation.

11. Roles & Responsibilities

Role Responsibility

Head of ICT Owns technical cybersecurity controls: infrastructure security, monitoring, incident 
containment, and coordination of security testing

Chief Technology Officer Sets the technical security architecture of the platform and approves major system or 
vendor changes affecting security

Legal Officer Handles fraud investigations, regulatory notifications, law enforcement liaison, and 
enforcement action against confirmed fraud

Operations Manager First-line review of disputed transactions and suspected provider or customer fraud 
reported through the dispute centre

Finance Officer Monitors payment and commission data for financial fraud indicators and reconciles 
escrow activity

Chief Executive Officer Final escalation authority for major incidents; approves public and regulatory 
communications following a significant breach

12. Enforcement & Penalties

Violation Consequence

Confirmed customer or provider 
fraud

Immediate account suspension, forfeiture of pending payouts where lawful, 
platform-wide blacklisting

Falsified KYC or business 
documentation

Permanent account termination and referral to relevant authorities

Off-platform payment solicitation Warning on first occurrence; suspension on repeat occurrence

Promotional or commission 
abuse

Reversal of waived commissions, forfeiture of introductory offer, possible 
suspension

Staff misuse of system access Immediate access suspension, internal disciplinary process, referral to law 
enforcement where criminal conduct is suspected

Malicious attacks on platform 
infrastructure

Access blocking, evidence preservation, referral to the Malawi Police Service 
Cyber Crime & Digital Forensics Unit and, where applicable, civil action
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13. Third-Party & Vendor Risk Management

Vero360 relies on third-party infrastructure, principally the Paychangu payment gateway and Firebase cloud services. 
Before integration, and periodically thereafter, Vero360 reviews each vendor's security certifications and data 
handling practices, and requires contractual commitments on data protection, breach notification, and cooperation 
with Vero360's incident response process. Vero360 does not store full payment card or mobile money credentials on 
its own systems; this data is handled within Paychangu's secure environment.

14. Business Continuity & Disaster Recovery

Vero360 maintains regular, encrypted backups of platform data and tests restoration procedures to limit downtime 
and data loss in the event of a system failure, cyberattack, or natural disaster. Critical systems, including escrow 
payment records, are prioritised for recovery to protect customer funds and transaction integrity.

15. Policy Review & Updates

This policy is reviewed at least annually, and immediately following any significant security incident, regulatory 
change, or material change to the platform's payment or data architecture. Updates are approved by the CEO and 
communicated internally to all staff and, where they affect user obligations, to customers and providers via in-app 
notification.

16. Governing Law & Jurisdiction

This Cybersecurity, Fraud Prevention & Customer Protection Policy is governed by and shall be construed in 
accordance with the laws of the Republic of Malawi. Any disputes arising from this policy shall be subject to the 
exclusive jurisdiction of the courts of Malawi.

Vero360 Limited is committed to full compliance with all directives, circulars, and guidelines issued by MACRA, RBM, 
MRA, and the Malawi Police Service Cyber Crime & Digital Forensics Unit from time to time. This policy will be 
updated promptly to reflect changes in the regulatory or threat environment.
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